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Letter from the Editor

2017 Actionable Threat Intelligence Survey
Only 38 percent of banking/security leaders have high confidence in their
organization’s ability to detect and prevent fraud. Meanwhile, 66 percent say the
number of fraud incidents has stayed steady or risen in the past year, and 58 percent
say financial losses have remained the same or increased.
These are some of the findings of the 2017 Faces of Fraud Survey. Roughly 250
banking/security leaders participated in this survey, which was conducted to
determine:
Tom Field
Senior Vice President, Editorial

• The top forms of fraud afflicting financial organizations in 2017;
• The biggest gaps in organizations' efforts to detect and prevent fraud;
• What organizations are doing to counter the surge in mobile exploits, while at the
same time attempting to preserve a frictionless customer experience.
Ninety-eight percent of respondents expect the same or increased budget for fraud
prevention in 2018. Their top investment priorities are staff training, new anti-fraud
tools and customer awareness. Are these the smartest investments they can make?
That is the key question to be answered in this report.
Read on for full survey results, as well as expert analysis of how to put this
information to use to improve your organization’s ability to detect and respond to
financial fraud.
Best,

Tom Field
Senior Vice President, Editorial
Information Security Media Group
tfield@ismg.io
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By the Numbers
Some statistics that jump out from this study:

38+62
66+34
58+42

38%
of banking/security leaders have high
confidence in their organization’s ability to
detect and prevent fraud.

66%
say the number of fraud incidents has stayed
steady or risen in the past year.

58%
say financial losses have remained the
same or increased.
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Survey Results

Baseline Fraud Defense
This opening section of the report takes the pulse of the respondent base, reviewing their
gut feelings about the current fraud environment. To hammer home the key message from
these statistics:
Only 38 percent of respondents have high confidence in the tools and staff that make up their organization’s ability to
detect and prevent fraud.
Read on for other baseline responses.

What is your level of confidence in your organization’s ability today to detect and
prevent fraud before it results in serious business impact on your enterprise or
your customers?
High confidence – we have
top-notch anti-fraud tools and
professionals fighting fraud

38%

Moderate confidence – despite
adequate fraud tools and our best
efforts, we occasionally miss fraud

53%

Low confidence – our anti-fraud tools
and team just cannot keep pace
with evolving fraud schemes

8%

No confidence – our customers are
more apt to discover a fraud
scheme before we do

2%
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It is a daunting statement to start the review of survey results with the reality that barely over one-third of respondents
have high confidence in their anti-fraud tools.
In contrast, not quite 10 percent report low or no confidence in their abilities to fight fraud. But at a time when fraud
incidents and losses continue to grow, only 53 percent of banking/security leaders say they have even moderate
confidence in their anti-fraud controls and staff.

At a time when fraud incidents and losses continue
to grow, only 53 percent of banking/security leaders
say they have even moderate confidence in their
anti-fraud controls and staff.
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What do you believe to be the top three vulnerabilities in your fraud defenses?
(select three that apply)
Today’s fraud schemes are too sophisticated
and evolve too quickly for us to keep pace

52%

Our customers and/or partners lack sufficient
awareness to protect themselves from
socially-engineered fraud schemes

48%

Fraudsters have too much valid customer info at
their fingertips that they too easily get around our
controls to prevent account takeover and origination

39%

We lack the technology tools to
properly detect and respond to fraud

31%

Our employees lack sufficient awareness to
protect themselves from socially engineered
fraud schemes

29%

We are mired in manual processes, but need
more automated processes and tools to
respond effectively to fraud

26%

We lack the in-house expertise to
properly detect and respond to fraud

26%

The anti-fraud controls we’ve deployed have
also proven to impede the online
customer experience
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Asked to list their top three vulnerabilities in fraud defenses, 52 percent of respondents say today’s schemes are too
sophisticated and evolve too quickly for them to keep pace. Other top responses: Customers and/or partners lack
sufficient awareness to protect themselves from socially engineered fraud schemes, and fraudsters have too much valid
customer information at their fingertips that enables them to easily get around controls to prevent account takeover and
origination.
Note: This survey was completed before the September announcement of the Equifax breach, in which 143 million US
consumers saw their account data compromised—an incident that down the road could impact statistics related to
account takeover and origination.

Fifty-two percent of respondents say today’s
schemes are too sophisticated and evolve too
quickly for them to keep pace.
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How does “frictionless customer experience” rate as a priority for your
organization as you roll out new anti-fraud controls?
It is the top priority, as we will lose
customers if we do not ease their
experience with us

32%

52%

It is a priority, but not the top priority

Cybersecurity is our top consideration.
If we ensure that, then the customer
experience will follow

16%
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“Frictionless customer experience” is one of the most frequently used terms of 2017, as organizations struggle to find
that balance between true security and ease of use. How big of a priority is this “frictionless customer experience” for
survey respondents? Roughly one-third say it is their top priority because they will lose customers if they do not ease
that experience. Just over half say it is a priority, but not the top priority. Sixteen percent say cybersecurity trumps
customer experience.
The next section of the report delves into the specific 2017 faces of fraud to see which forms are causing the most
trouble for financial institutions – and how they are responding.

‘Frictionless customer experience’ is one of
the most frequently used terms of 2017 as
organizations struggle to find that balance
between true security and ease of use.
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Survey Results

2017 Faces of Fraud
Top forms of fraud, fraud rates, detection and mobility – these topics are all part of this
Faces of Fraud section. Some key statistics to consider upfront:
• 47 percent of respondents say payment card fraud remains a top concern.
• 35 percent say they have helped secure the mobile channel by deploying multifactor authentication.
• 55 percent say lack of productivity is their biggest nonfinancial loss suffered because of fraud.

Overall, which types of fraud has your organization experienced in the past year?
(check all that apply)
Credit/debit card

47%

Phishing (non-business
email compromise)

42%

Business email compromise

37%
34%

Check
31%

ACH/wire fraud
Account takeover

28%
24%

Information theft, loss or attack
21%

New application fraud (onboarding)
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No surprise, given the continued headlines about payment card breaches and business email compromise: When asked
to report the top forms of fraud their organizations have experienced in the past year, respondents say their top three
are:
• Credit/debit card fraud – 47 percent;
• Phishing (non-business email compromise) – 42 percent;
• Business email compromise – 37 percent.
As for what forms of fraud they believe their organizations are best prepared to prevent and detect …

Forty-seven percent of respondents say
payment card fraud remains a top concern.
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Which types of fraud do you feel your organization is currently best prepared to
prevent and detect? (check all that apply)
46%

ACH/wire fraud
Account takeover

33%

Credit/debit card

33%

Money-laundering

32%

New application fraud (onboarding)

28%

Bill pay

25%
23%

Check
Phishing (non-business
email compromise)

21%

Business email compromise

20%

Online banking breach

20%
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ACH/wire fraud and account takeover take the top two spots, followed closely by payment card fraud and money
laundering. No surprise again: These defenses tie most closely to the areas upon which banking regulators focus most
closely.

What today is your customers’ primary channel for conducting business with your
institutions?

40%

In-person at our branches

34%

Online via web transactions

23%

Call center, via phone

4%

Online via mobile transactions
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Despite the rise of online and especially mobile banking, 40 percent of respondents say their physical branches are still
the primary channel for conducting business. Online via web transactions is a close second at 34 percent, while online
via mobile is only 4 percent.
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In the past year, have you experienced any of the following fraud incidents
specifically related to mobility? (check all that apply)
Rise in creation of fraudulent accounts
(customer onboarding) via mobile channel

13%

Fraudulent account access by someone close to
the real user (e.g., picking up unlocked device)

13%

Account takeover through intercepting
login credentials (e.g., email or SMS)

13%

Fraudulent account access from a
foreign location (e.g., out of country)

11%

Rise in fraud incidents via the mobile channel
(account takeover, synthetic ID, etc.)

10%
29%

No increase in fraud incidents related to mobility
Not sure. I lack visibility to
mobile channel vulnerabilities

27%
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Asked what types of fraud their institutions have experienced via the mobile channel, 29 percent of respondents say they
see no increase in fraud related to mobility, while 27 percent say they lack visibility into the mobile channel. Top forms of
fraud reported:
• Rise in creation of fraudulent accounts;
• Fraudulent account access by someone close to the user;
• Account takeover through intercepting credentials.

As a result of these incidents related to mobility, how has your organization
responded? (check all that apply)

Secured the mobile channel by
implementing multifactor authentication

35%

Improved the integrity of mobile
apps we deploy and/or support

26%

Partnered with third-party experts/firms to
enhance our mobile security initiatives

26%

Created more of a frictionless customer experience
by matching security controls to the value of
the mobile transaction being conducted
(i.e. more controls for riskier transactions)
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Despite the relatively low number of fraud incidents identified as being tied to mobility, organizations still are taking
significant steps to secure the channel. Among these steps:
• Implementing multifactor authentication (35 percent);
• Improve integrity of mobile apps (26 percent);
• Partner with third-party experts/forms to enhance mobile security (26 percent).
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How is a fraud incident involving your organization typically detected? (check all
that apply)
Through automated data analysis
or transaction monitoring software

65%

32%

Third-party notification

25%

Internal whistleblower

15%

Third-party investigation
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Fraud detection is an area that has improved significantly in recent years. Not long ago, one of the top responses
to “When is fraud detected?” was “When a customer notifies us.” This year’s top response: Through automated data
analysis or transaction monitoring software (65 percent).

On average, how long do you estimate it takes your organization to uncover a
fraud incident once it occurs?
13%

Real-time

24%

Intraday (within 8 hours)

36%

Days (1-7 days)
6%

Weeks

2%

We lack that ability

15%

I don’t know
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But how long does it take for institutions to uncover fraud once it occurs? Thirty-six percent of respondents say it takes
one to seven days. Only 13 percent report real-time detection.
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On average, how long do you estimate it takes your organization to mitigate a
vulnerability once fraud is detected?
Real-time

12%
32%

Intraday (within 8 hours)
30%

Days (1-7 days)
9%

Weeks
We lack that ability

2%
13%

I don’t know
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Once detected, how long does it take to mitigate a fraud vulnerability? Only 12 percent report real-time, while 32 percent
say they can do so within a business day.

Has the number of fraud incidents involving your organization increased,
decreased or stayed steady in the past year?
Increased

33%

Remained Steady

33%

Decreased

17%

Unsure

17%
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Despite the regulations, controls and staff thrown at fraud in recent years, 66 percent of respondents still say incidents
have either remained steady or increased in the past year.
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Have financial losses linked to fraud increased, decreased or stayed steady in the
past year?
Increased

25%

Remained Steady

33%

Decreased

24%

Unsure

18%
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And despite efforts to improve detection and response, 58 percent say financial losses to fraud have increased or
remained steady. Only 24 percent report a decrease.

Beyond the financial toll from the fraud incidents, what nonfinancial losses did
your organization suffer from fraud incidents? (check all that apply)
55%

Loss of productivity

36%

No nonfinancial losses

23%

Reputational impact
Loss of customers (moved
to other institutions)

15%

Regulatory or other compliance
issues (additional scrutiny from
regulators or standards bodies)

13%
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Beyond financial losses, of course, there are other tolls. Respondents say their top nonfinancial fraud losses are loss of
productivity (55 percent) and reputational impact (23 percent).
Next, the report looks at what organizations are doing to improve enterprise fraud prevention.
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THE ANALYST'S VIEW

Aite’s Julie Conroy on Mobility
In light of survey responses on mobility and fraud, Aite Group Research Director
Julie Conroy was asked to weigh in on fraud trends via the mobile channel. Here is
what she had to say:

Q: What growth are you seeing in fraud incidents
via the mobile channel in 2017?
Conroy: We’re not yet seeing a huge increase in losses solely
attributable to mobile, but we’re absolutely seeing a rise in
cross-channel fraud. Some of this is an increase in criminal
cross-channel tactics, but we also see that FIs are better
leveraging their data assets, and so they’re gaining more
visibility into the scope of the cross-channel problem.

Q: What are the primary forms of fraud you see via
mobile?
Conroy: The primary issue I hear at this point is related to mobile
remote deposit capture - that was cited as a major pain point in a
recent survey we did of large North American FIs. While account
takeover is also an issue, we see that still impacting online more
heavily since there is greater transactional capability there.

Q: How are institutions responding most effectively
to fraud via mobile?
Conroy: We are seeing FIs deploying layered techniques to
verify mobile device ownership, bind the device to the customer
either via deep device fingerprinting or PKI-based solutions, and
through behavioral analytics. Properly fortified, a well-protected
mobile app can be used not just to protect transactions in the
mobile channel, but that device can also then be used to enable
security for other channels as well.

Q: What are your greatest concerns re: fraud via
mobile as we head into 2018?
Conroy: The continued progress toward faster payments
introduces new opportunity for fraudsters, especially given
the fragmented approach in the U.S. Expect to see criminals
capitalize on this with routines that target faster payments across
all channels, including mobile. n

Julie Conroy, research director, Aite Group

“Properly fortified, a well-protected
mobile app can be used not just to
protect transactions in the mobile
channel, but that device can also
then be used to enable security for
other channels as well.”
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Enterprise Fraud Prevention
What are the relative strengths and weaknesses of organizations’ current enterprise fraud
prevention efforts?
• 64 percent of respondents say the efficacy of their current anti-fraud controls is above average or superior.
• 48 percent say they are hindered by technical barriers—their controls do not “talk” to each other.
See the full results below.

What grade would you give the efficacy of your organization’s current anti-fraud
controls?
A – superior

15%

B – above average

49%

C – average

29%

D – below average

6%

F – failing

1%

I – incomplete

1%
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Asked to grade the efficacy of their organization’s current anti-fraud controls, nearly 50 percent give themselves a B, or
above average. Only 15 percent rate their controls as superior, while 35 percent say average or below.

Sixty-four percent of respondents say the
efficacy of their current anti-fraud controls is
above average or superior.
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Which of these anti-fraud controls has your organization already deployed?
(check all that apply)
68%

Fraud detection and monitoring systems
Positive pay, debit blocks, and
other limits on transactional use

51%

Enhanced customer education

49%

Dual customer authorization through
different access devices

38%

Internet protocol [IP] reputation-based tools

37%

Rules-based technology

34%

Out-of-band verification for authentication

30%

Device ID

29%

Manual processes to detect
online banking anomalies

27%
26%

Out-of-band verification for transactions
DDoS mitigation
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Organizations have deployed a plethora of anti-fraud controls—many of them a result of regulatory mandates or
guidance. The current top three controls:
• Fraud detection and monitoring systems (68 percent);
• Positive pay, debit blocks and other transaction limits (51 percent);
• Enhanced customer education (49 percent).

Organizations have deployed a plethora of
anti-fraud controls, many of them as a result of
regulatory mandates or guidance.
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What do you find most lacking in your enterprise’s current anti-fraud tools?
(check all that apply)
Our anti-fraud measures rely too much on manual
processes, inhibiting our ability to respond
quickly to fraud when it is detected

33%
31%

Our systems allow for only limited analytics

Our tools can impede the
customer’s experience with us

27%

Our organization and systems are siloed, so we
have no view of our customers’ activities across
our entire enterprise

26%

We cannot do real-time
monitoring of customer activity

21%

Our systems exist in a patchwork that inhibits
any real-time monitoring and decision-making

17%

The fraudsters have developed effective
counter measures to our tools

17%

Our tools are outdated and insufficient for detecting
many of today’s more sophisticated attacks
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Asked what they find most lacking in their enterprise’s current anti-fraud tools, respondents say:
• Our anti-fraud measures rely too much on manual processes, inhibiting our ability to respond quickly to fraud when it
is detected (33 percent).
• Our systems allow for only limited analytics (31 percent).
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What are your organization’s top two barriers to improving enterprise fraud
prevention?
Technical barriers – our controls do not “talk to
one another” among different parts of the organization

48%

Customer experience – we do not want to add any
new anti-fraud controls that might in any way impede
the customer experience with our organization

41%

Manual barriers – we rely far too much on manual,
rather than automated processes, which hurts
our ability to respond real-time to fraud

37%

Cultural barriers – there is no easy way to get a
consolidated view of our customers’ activities
across all of our channels

27%

Regulatory barriers – regulations impede our ability
to share sensitive information across
different offices and systems
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Then, asked to name the top two barriers to improving enterprise fraud prevention, respondents said:
• Technical barriers – our controls do not “talk to one another” among different parts of the organization (48 percent);
• Customer experience – we do not want to add any new anti-fraud controls that might in any way impede the customer
experience with our organization (41 percent).
Next: The anti-fraud agenda for 2018

The inability of controls to ‘talk to one another’ is a
top barrier to improving enterprise fraud prevention.
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2018 Fraud Agenda
Ninety-eight percent of respondents expect to receive the same or increased budget to
fight fraud in 2018. How will they invest these resources? The answers follow.

How do you expect your budget dedicated to fraud prevention to change in the
next year?
39%

No change
Increase of 1-5 percent

34%

Increase of 6-10 percent

20%

Increase of more
than 10 percent

5%

Decrease

2%
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Budgets are always tight, and it is never an easy discussion to ask for increased resources to fight fraud. Yet, all but 2
percent of respondents say they will receive the same or more funds for fighting fraud in 2018. In fact, 54 percent expect
increases ranging from 1 percent to 10 percent.

Which of these banking channels will be your top priority for improving
cybersecurity in the next year?
Online via web

47%

23%

Online via mobile
Physical branches
(including ATMs)

16%

Call center

14%
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The top priority banking channel for improving security in 2018: online via the web, according to 47 percent of
respondents. Twenty-three percent say their will enhance the mobile channel.
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Where do you expect to make key investments? (select all that apply)
66%

Staff training
55%

New anti-fraud tools
42%

Customer awareness
29%

Third-party resources
15%

New staff
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What are the investment priorities for the new year? Staff training for 66 percent of respondents; 55 percent will
purchase new anti-fraud tools.

Which specific anti-fraud technology investments do you plan to make within the
next 12 months? (select all that apply)
Fraud detection and
monitoring systems

39%

Protecting the mobile app

32%

Enhanced
customer education

32%

18%

Big data analytics
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As for which tools to invest in, 39 percent say they will purchase new fraud detection and monitoring systems, while 32
percent eye protecting the mobile app and enhancing customer education.

2017 Faces of Fraud Survey

20

Survey Results

How do you expect your organization’s mobile channel to grow in 2018?
Grow significantly (more than 20%) –
it’s becoming the customers’
channel of choice

17%

Grow moderately (10-20%) –
our mobile customer base
is growing steadily

42%

Grow slightly (under 10%) –
online is still the customers’
channel of choice

21%

No change
Decrease – mobile simply
isn’t a priority

18%
1%
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Forty-two percent of respondents expect moderate (10 percent to 20 percent) growth in the mobile channel in 2018,
while 21 percent project slight (under 10 percent) growth.

What are your organization’s biggest drivers for mobile channel growth? (check
all that apply)
71%

Customer demand
Competitive pressures

42%

To attract new customers

40%
30%

Speed of transactions

28%

Lower cost of transactions
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As for the biggest drivers for growing the mobile channel, 71 percent say it is because of customer demand, while 42
percent say it is in response to competitive pressures.
What do all these results mean? That question will be answered in the next two sections, which include the survey
results conclusions and the expert analysis by John Gunn, CMO of survey sponsor VASCO Data Security.
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THE ANALYST'S VIEW

Gartner’s Avivah Litan on Fraud,
Customer Experience
In light of survey responses on mobility and fraud, Gartner VP and distinguished
analyst Avivah Litan was asked to weigh in on emerging anti-fraud controls and the
push for a “frictionless customer experience.” Here is what she had to say:
Q: What are the emerging anti-fraud controls that
encourage you the most?
Litan: I’m encouraged by the advances in and fine-tuning of
machine learning models and other forms of advanced analytics
being applied to the fraud use case, and the use of mega global
sets of shared data to inform those models.
I’m also encouraged by continuous behavioral biometric
authentication, along with other continuous identity assessment
measures, that raise confidence in a user’s legitimacy. We need
this - especially in an era of heavily compromised PII data.

Q: How important is the “frictionless customer
experience” in securing the organization (and
customer) from fraud?
Litan: Frankly, this is not a new priority. There has always been a
tug of war between marketing and customer service managers
who want a frictionless customer experience and security
managers who want strong security that can often create a lot of
friction for the customer.
Luckily, in my opinion, frictionless security also provides the
strongest security. Frictionless by default means the user cannot
easily ‘see’ the security measures, for example strong biometric
authentication, since they run transparently in the background.
But that also means the criminals can’t see these security
measures and therefore can’t develop workarounds for them.
It’s much harder for a bad guy to beat a system he or she
cannot easily see. An unseen fraud control is much harder to
map out for the purpose of circumventing it later. Of course,
fraudsters can run test transactions through applications to try
and ascertain their ‘unseen’ or transparent fraud logic, but this is
difficult to do without getting caught.

Avivah Litan, VP and distinguished analyst, Gartner

“It’s much harder for a bad guy
to beat a system he or she
cannot easily see.”

The truth is “harder is not better – it doesn’t keep the bad guys
out and only inconveniences the good ones”. n
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Conclusions
In bringing this survey report to a close, it is relevant to return to some of the statistics
used to open this discussion of the 2017 Faces of Fraud:
• Only 38 percent of banking/security leaders have high confidence in their organization’s ability to detect and prevent
fraud.
• 66 percent say the number of fraud incidents has stayed steady or risen in the past year.
• 58 percent say financial losses have remained the same or increased.
With these statistics in mind, and having reviewed each of the other survey results, the report offers these conclusions:

Improving Fraud Detection and Prevention in 2018 is About Improving:
Confidence
It’s a problem that barely one-third of respondents have high confidence in their organizations’ abilities to detect and
prevent fraud before it causes serious damage. This sentiment speaks to the increase in fraud incidents and losses,
and it accounts for organizations’ inabilities to detect and respond to fraud incidents in anything close to real time. The
message is clear: Traditional anti-fraud controls are not sufficient for stopping today’s determined fraud efforts. The
controls, how they communicate with one another and how people respond to alerts all need to be up for review in
order to build greater confidence in defenses.

Customer Experience
Upfront, respondents said that the “frictionless customer experience” is more of a priority, but not the priority. Yet,
when asked about top barriers to improving enterprise fraud prevention, “customer experience” was near the top of
the list. As the banking experience transitions more from the branch and the laptop to the mobile device, the institution
has to be increasingly mindful of the customer experience and ensuring the customers can do business with you via
convenient channels. To do so requires deployment of authentication and transaction controls that are at once effective
and efficient—which leads to the next conclusion.

Convenience
Banking customers have more options than ever before, and if your security controls are perceived as a barrier to
customers conducting transactions … then they will move on to another institution or seek a work-around to duck the
security controls. Organizations say they have improved multifactor authentication and the integrity of their mobile apps.
But they also say they are seeing account takeover and bogus account creation. In the survey analysis that follows, John
Gunn of survey sponsor VASCO Data Security makes the point clearly: We are seeing incredible innovation in mobile
attacks, and a plethora of consumer data is readily available—especially in the wake of the Equifax breach. Those
banking institutions that can deliver a convenient and secure user experience will likely win more customers, sell more
services and suffer fewer losses.
Next: John Gunn’s survey analysis and how to put these results to work to improve fraud detection and prevention.
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Survey Analysis

An Annual Checkup on the Battle
Against Hackers
Survey Analysis by John Gunn of VASCO Data Security

NOTE: In preparation of this report, ISMG Senior Vice President
Tom Field sat down with John Gunn, CMO of survey sponsor
VASCO Data Security, to analyze the results and discuss
how security leaders can put these findings to work in their
organizations. Following is an excerpt of that conversation.

Reviewing Survey Results
TOM FIELD: So, John, if you take a look at the survey results
overall, what’s your gut reaction to what we’ve collected?
JOHN GUNN: It’s kind of like an annual checkup on the state of
the battle against hackers. And it’s very insightful. To me, it really
underscores that in spite of the fact that financial institutions
have really gone all in, we’re not seeing big reductions in the
amount of fraud. What I mean is, if you look at [what is spent],
their budgets have increased every year. And the technology
that vendors like VASCO and others bring to market keeps
advancing. So it’s a little worrisome, maybe. And kind of a
“where do you go from here?”

Surprising Stats
FIELD: What do you find specifically surprised you in these
results?
GUNN: A couple things just jumped out at me. One of them was
the fact that only a little more than one-third of the respondents
have a high confidence [in their abilities to detect and prevent
fraud]. And when you consider the amount spent, the amount of
resources, just the investment, and these are really smart people
making really good decisions about how to defend themselves
… maybe it’s disappointing that only a third have high confidence
in the progress they’re making. Ultimately, it should be 99
percent of financial institutions feel good about the results and
the progress they’re making.

John Gunn

“In spite of the fact that financial
institutions have really gone all in,
we’re not seeing big reductions in
the amount of fraud.”

Mobile Fraud Trends
FIELD: John, one of the major subthemes of our survey was
looking at the impact of mobility on financial institutions. So
again, based on your experience with the customers you deal
with, where do you see the growing impact of mobility on
institutions and on the types of fraud that they’re facing?

GUNN: That’s a great question, because we see that first-hand.
We work with not only some of the largest banks in the U.S.
and around the globe, but we work with every size financial
institution. And whether they’re your regional bank or one of
the world’s largest, they all are experiencing a big increase in
attacks on their mobile banking. And we expect that to continue,
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GUNN: Part of that is that, over the last five years or 10 years,
so many financial institutions have just accepted that if they are
going to have an acceptable level of security, they’re also going
to have some customer inconvenience, some hassle.
But the best news is that with newer solutions that we’ve got
and that others have got … it shouldn’t be an either/or. It should
be a matter of “how does the financial institution deliver the
absolute best customer experience to attract more customers
from the very initial process of establishing an account all the
way through the services they want to sell and not have to
compromise security?” It shouldn’t be a trade-off—and that’s
really where the direction of the solutions is going.

Faces of Fraud

“As more users come on and
more services are offered, mobile
just becomes a bigger target for
hackers.”
as they do as well. Just the more volume that’s there, the more
opportunity, the more users—you know, in rough numbers
you’ve got 80 percent of financial institutions’ customers doing
online banking. A few years ago, it was 40 percent doing mobile,
and now it’s eclipsed 50 percent and it continues to grow. So
as more users come on and more services are offered, [mobile]
just becomes a bigger target for hackers. And you have as a
backdrop to that: Financial institutions see the benefit of mobile
customers. Mobile customers are more sticky. They buy more
products. That’s where a financial institution makes their money.

The Frictionless Customer Experience
FIELD: John, for years now you’ve been talking about the
customer experience, but it’s only really in the last year that
the industry has started talking about this balance between
security and the so-called frictionless customer experience. My
question for you is, how critical is this balance? If you ask our
survey respondents up front, they would say it’s a factor but not
the most important factor. Yet, consistently as we talked to them
about roadblocks they talked about the risk of impeding the
customer experience.

FIELD: John, we’ve delivered this survey for several years now,
and I can’t help but stop to think of how it’s changed. When we
did the first survey and asked institutions about the types of
fraud that concerned them, it was still a lot about check fraud. It
was about ATM. It was about corporate account takeover. You’ve
been in this industry for a long time. How do you see the faces
of fraud evolving with financial institutions?
GUNN: There are several factors that are driving that. The
biggest … is just the sophistication that hacking organizations
have. Whether it’s five years or 10 years ago, the attacks were
much more simple, much easier to identify, much easier to
mitigate. The losses were much smaller. I mean, you look at the
tools that we have now to fight fraud—they’re so sophisticated,
but the hackers are still just every bit as sophisticated in their
attacks. So it continues to evolve; it continues to grow in scope
and scale and sophistication; and it’s a never-ending battle.
But our customers, the financial institutions—they don’t have
a choice. We have to win that battle. The business depends on it.

Defensive Gaps
FIELD: Again, if I go back to when we first started conducting
this survey years ago, you found that anti-fraud controls tended
to be right in line with what the regulators asked the financial
institutions to do. So they were strong against money laundering.
They were strong with fighting check fraud, ATM fraud. How do
you see defensive gaps being addressed today to keep pace
with the shift in fraud and the sophistication you talked about a
few moments ago?
GUNN: You touched on a key point that relates to that, and
that is regulation. Because the regulation was what drove a lot
of anti-fraud solutions in the past, but most solutions now have
eclipsed that to where banks, for the most part, have met all
their regulatory requirements. But as we’ve seen, they still have
significant losses to fraud. When you look at the close to a billion
dollars of loss at the ATM, it’s not because financial institutions
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“You look at the tools
that we have now to
fight fraud - they’re
so sophisticated,
but the hackers are
still just every bit as
sophisticated in their
attacks.”
are not meeting regulations. Regulations
couldn’t possibly keep pace with the
sophistication and the evolution of new
attacks. So it’s that economic argument
we talked about, and it’s about the new
tools, the next generation and what’s
coming. And that is: unified tools, tools
that work with each other that are easier
to implement.
And fraudsters have a real advantage. If you look at game
theory, there’s always an advantage to being the attacker
because you can pick that one point of vulnerability when you
find it. Whereas financial institutions or their vendor partners,
such as VASCO, have to cover a thousand potential points
of vulnerability. So it’s a monumental task, and it requires
coordination, collaboration and staying on the front end of new
technologies.

For example, if you normally bank on Fridays when you get paid,
and you normally send funds to a child you have at a university,
you have these patterns. And we’re getting more and more
sophisticated tools to identify these patterns in real time.

Mitigating Mobile Vulnerabilities

One of the survey responses that surprised me was that only 13
percent of financial institutions feel they’re effective in stopping
fraud in real time. That means that 87 percent of the fraud is
probably not blocked, and those are losses. And if we can move
that to where 90 percent plus of fraud is identified in real time,
using the techniques and tools I just discussed, then we’ll be
able to make some serious progress in reducing the losses to
fraud.

FIELD: What do you find to be the most effective means to both
assess and remediate today’s mobile vulnerabilities?

2018 Agenda

GUNN: There are some fundamentals that most financial
institutions have now that are a key part of that. We view it as
three elements: the individual who is attempting the transaction,
the device that they are trying to do it on and then the
transaction itself. So it’s having the tools to assess each of those.
Who is this individual? We can look now at the device they’re
using, the history of the device, how long they’ve had the
device, the reputation of the device, the status of the device.
We can look at the individual, the history of that individual,
how well they’re known not only to the financial institution, but
through other channels. And then the transaction itself: Is this
a typical transaction where you can look at the behavior of that
transaction?

FIELD: John, one point I found encouraging is how many
institutions are getting increases in their anti-fraud budgets, or
at least maintaining the same level of funding that they have this
year. If you look at investments, what do you see as the musthave anti-fraud controls for institutions as they go into 2018?
GUNN: A lot of it is an expansion of tools they already have—
keeping those tools updated, getting more sophisticated
tools. And they really relate to the tools that put less burden
on their users. We use the terms “frictionless” or “seamless”
or “transparent.” And those are the tools that are going be
most effective because it serves that dual purpose of allowing
financial institutions to offer more services to more customers
and increase what they’re really in business to do without taking
greater risk, while reducing those frauds.
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“Regulations couldn’t possibly keep
pace with the sophistication and
the evolution of new attacks.”
The risk analysis engines are getting more sophisticated.
They’re moving to machine learning and ultimately going to
move to artificial intelligence. And you’ll hear a lot of people talk
about that in the coming year.
Behavioral biometrics is a solution that we offer that’s very
valuable. It looks at things such as the way you type numbers
on a keypad—the cadence, your normal patterns and then an
expansion of different anti-fraud controls.
We give our financial institutions a powerful engine to be able
to allow more transactions to go through without any friction
and then provide a larger toolbox of new ways to authenticate
people in the background. And in those few cases where you
have to, you can step up and say, “OK, you know, we need some
biometrics. We want to do a facial authentication” … methods
that users are accustomed to that they readily accept. So those
are the new tools that we see financial institutions moving to in
2018 and beyond.

Customer Education
FIELD: Now consistently, when we ask organizations how
they intend to invest their resources in the year ahead, you
always see a strong percentage that want to focus on customer
education. You have very strong feelings about an overemphasis
on improving customer education. Could you talk about that a
bit, please?
GUNN: There’s nothing wrong with improving customer
education. I just think the impact is somewhat limited. And in
some ways that places the burden on the customer. And with
the newest solution that we have that we’re offering financial
institutions, there shouldn’t be any burden on their customer to
participate. It should all take place in the background. It should
all be very effective, and all the customers experience is this
great relationship with their financial institution that makes them
want to do more business. …
Consider the fact that the average user … has more than 60
apps on their phones. And when you consider the massive
amount of time that people spend on their social media apps,
then the amount of time that a financial institution has to interact
with that user is really limited. And the impact of the enhanced
awareness effort isn’t going to be very great. And there are so
many individuals, so many organizations, so many groups that

try to educate consumers. But I don’t think financial institutions
are going to make much of a dent.
Our strategy is to give financial institutions the security that’s
effective, so if they want to educate customers they can educate
them on their solutions, on new offerings they have—things
that will generate more revenue for that financial institution.
That’s where I disagree with the notion of educating customers
about safety and security. That should be baked in, and the new
solutions we have should allow financial institutions to do that.

VASCO’s Solutions
FIELD: Well, John, what is VASCO bringing to the table to help
institutions fight fraud better in the year ahead?
GUNN: That’s the most exciting part of all of this. We have
this great legacy of stopping fraud. And we have hundreds of
millions of instances out there of individuals using our solutions.
What really matters is where the industry is going. And where it’s
really going to is … being able to deliver solutions that are easy
to implement.
It shouldn’t take two weeks for financial institutions to implement
a new solution in their stack. That limits what they can do. It
limits their ability to defend themselves. So the next generation
of solutions have easy interoperability—and not just among
our solutions, but among our competitors or third parties. The
solution has to become more of a hub where the bank has much
greater flexibility, and instead of taking weeks to implement, it
should take hours to do that. So our goal is to always provide
that full bundle—the best of breed in every area.
We also recognize that financial institutions may have different
needs, or they may want those needs serviced by somebody
else. And they shouldn’t have to choose a single vendor to the
exclusion of others. So new solutions will integrate much easier.
But beyond that … what we really focused on in developing our
new solutions is having the sum be more than the total of the
components of it.
Banks have a lot of different solutions now that aren’t always
easy to implement, aren’t always easy to use. So we’re taking
big strides in making them easy to implement, easy to use. But
more important, they have to talk to each other and they have to
have been designed from the ground up in a manner that allows
each component to perform at a higher level. We’ve got some
announcements coming up later this year and in the spring of
next year where we’ll introduce our new platform that combines
all of those features. n
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